Mark Robillard Jr

sof tware, Network & Security Engineer

Contact: 774-519-8931 - marky611@gmail.com - GitHub: github.com/markmental -
Forgejo: mentalnet.xyz/forgejo/markmental

Summary

Network and security engineer with over three years of experience designing and
supporting enterprise-grade Linux virtualization platforms and secure networks.
Skilled in configuring firewalls, VPNs and software-defined WAN technologies
using tools such as iptables, OpenVPN and OpenZiti. Strong background in
automating deployment pipelines and maintaining stable multi-site
infrastructures across on-premise and cloud environments.

Key Skills

* Networking: Routing & switching (Layer 2/3), dynamic routing concepts
(BGP, OSPF), Network Address Translation (NAT) and Quality of Service
(QoS). Familiar with configuring and installing routers, switches, firewalls
and VPN services.

* Security: Firewall administration (iptables, nftables), secure authentication
(PAM, MFA, OATH), policy-based access control, and exposure to intrusion
detection and prevention concepts. Capable of creating configuration files
and templates for firewalls and security devices and implementing access
policies for data protection.

* VPN & SD-WAN: Experience configuring site-to-site and remote VPNs using
OpenVPN. implemented software-defined WAN links with OpenZiti to
provide zero-trust overlay connectivity.

« Platforms: Proxmox/KVM virtualization, Debian/Ubuntu Linux servers,
VMware ESXi and OpenNebula (familiar), Windows Server LDAP. Exposure
to networking and infrastructure in public cloud platforms including AWS
EC2 and Google Cloud Platform (VPC networking, VPN gateways, load
balancers).

* Scripting & Automation: Bash and Python scripting for automation, CI/CD
pipelines and cloud-init for repeatable virtual machine builds. Comfortable
performing maintenance and system upgrades including patches and
security configurations.
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Professional Experience

Platform Engineer (R&D) — ComputerVault
May 2022 — Dec 2025

* Designed and helped OPS teams deploy Debian-based Proxmox clusters
hosting hundreds of virtual machines, integrating compute, storage and
networking into a cohesive private cloud.

* Configured and maintained iptables and nftables firewall rules, NAT and
port-forwarding to secure management networks and expose services
while enabling automated policies.

* Built and managed site-to-site VPN connectivity using OpenVPN and
OpenZiti to provide secure software-defined WAN links between remote
offices and cloud environments, including automated provisioning and
certificate management.

* Developed automation tooling (Bash, Python) to build ISO images,
configure cloud-init templates and drive continuous integration pipelines,
reducing deployment time and ensuring consistent releases.

* Implemented multi-factor authentication, PAM and OATH integrations for
platform services, improving security posture.

» Collaborated with network teams to design resilient network topologies for
high availability and assisted in troubleshooting network performance
issues using packet-analysis tools.

 Maintained and patched virtualization hosts and guest operating systems,
performing system upgrades and security configurations to support
reliable production environments.



Application Development Experience
» Developed RESTful APIs and full-stack applications using Java (Spring Boot)
and Angular
 Implemented relational database schemas and query logic across MySQL
and PostgreSQL; integrated authentication and content APIs across
front-end/back-end boundaries.

Education
A.S. Computer Information Systems — Quinsigamond Community College, 2021

Coursework included Visual Basic .NET GUI application development, relational
database design and normalization, SQL query construction, and client/server
software development fundamentals.
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